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Kriptografija 

  

 

visiems. 

 

 

 

 

 

 

https://de.wikipedia.org/wiki/Kryptologen-

Denkmal#/media/Datei:Polish_cryptologists_breaking_Enigma_ciphers_monument_01.jpg 

https://en.wikipedia.org/wiki/Alan_Turing#/media/File:Turing-statue-Bletchley_14.jpg 
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Norime saugiai 

 

 

 

Tarkime, kad pasirinko  

 

 

raides:  

 

 . 

  

 

 

n2 

pjauti n2 

n2 

langelius. 
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Paveiksle pavaizduotas 4 × 82

 

 

 

 

 

 

× 

 

 

 

 

 

 

 

  



6 
 

 

 

 

ir rakt  

 

s pozicijas yra nutolusios. Vidiniame 

arba net kelis poslinkius.  

 

 

1.  

2. 44 pr. m. e) 

vardu. 
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(pranc. Chiffre de Vigenère

(autostereograma  

  

K O D A S K O D A S K O D A S 

A U T O S T E R E O G R A M A 

6 + 20 ) mod 

32 =  

A  B C  D E   F G H I  Y J K L M N O P R S  T U   V Z  
0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31 

 

K O D A S K O D A S K O D A S 
A U T O S T E R E O G R A M A 
K Y Z O Y F U  E H U G D M S 

tabula recta arba 
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BITAS. 

 E, R ir S  
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B I T A S B I T A S 
I N T E R N E T A S 
Y  M E  P M M A Y 

 

Pavyz  

raides. Tai ANONIMAS. 



10 
 

 

 

B E T A B E T A 
B L  N Y  T S 
A N O N I M A S 

 

 

 

Pradinis  

 

 

Atsakymas 
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rail fence) atvejus. 

1. 

 

 

 

 

2.  

V I A A V K T R T J 

A K I T Y S A Y O 
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raktai yra skirti  saugomas slaptai.  

 

 

 

 

RSA (Rivest Shamir  

Adleman. 

 

RSA metodo etapai: 

1) p ir q; 

2) n = p × q ir k = (p  1) × (q  1); 

3) public key) e, kuris neturi jokio bendro daugiklio, 

k; 

4) randamas toks privatusis raktas d (private key), kad (d × e) mod k = 

laikomas paslaptyje; 

5) m

keliamas k-

n: c = me mod n; 

6) c c keliamas laipsniu d ir liekana, gauta 

dalijant cd n m: cd mod n = m. 

Pavyzdys 

1) p = 7 ir q 

n); 

2) randame sandaugas: n = p × q = 7 × 13 = 91 ir k = (p  1) × (q  1) = (7  1) × (13  1) = 72; 

3) e 

k = 72; 

4) d = 29, kad (d × e) mod k = (29 × 5) mod 72 = 145 mod 72 = 1; 
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5) m =

operacija mo n: c = me mod n = 235 mod 91. Veiksmus atliekame pasinaudodami 

= 4. 

     

 

6)  c = c = 4 keliamas laipsniu d = 5 ir liekana, gauta 

dalijant 45 m = 23: cd mod n = 45 mod 91 = 1024 mod 91 = 23.  

 

 

 

Tegul p = 5 ir q  

 

Atsakymas 

2 
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A  B C  D E   F G H I  Y J K L M N O P R S  T U   V Z  
00 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31 

Tarkime, kad p = 7, q = 11. Tada n = 77 ir k = (7  1)(11  e = 17, 

 

 

d = 53. 

 

T E I S I N G U M O  L E N T E L  
25 06 12 23 12 19 10 26 18 20 32 17 06 19 25 06 17 08 

e = c = m17mod 77, gaunamas toks 

 

T E I S I N G U M O  L E N T E L  
25 06 12 23 12 19 10 26 18 20 32 17 06 19 25 06 17 08 
09 41 45 67 45 24 54 38 72 48 65 19 41 24 09 41 19 57 

 privatus raktas d = m = c53 mod 

77 

09 41 45 67 45 24 54 38 72 48 65 19 41 24 09 41 19 57 
25 06 12 23 12 19 10 26 18 20 32 17 06 19 25 06 17 08 
T E I S I N G U M O  L E N T E L  

Jei norima patvirtinti ir 

 



15 
 

13.

53 mod 77)37 mod 77 = 58. 

13 mod 77)17 mod 77 = 25. 

 

 

(angl. one-time pad

 1 || 0  0 || 1  0 || 0  1 || 1   yra 

|| concatenation

 

Primename

. 

 

0  0 = 0 

0  1 = 1 

1  0 = 1 

1  1 = 0 

 

 

Kriptosistema  yra  )angl. 

plaintext  yra (angl. key  yra , (angl. ciphertext) 

  (angl. enciphering functions  

M (angl. deciphering functions  

kriptosistema
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kriptosistema (E, D, M, K, C), kurioje M = {i | i sveikasis 

i 31}; E = {Ek | k K ir kiekvienam m M, Ek(m) = (m + k) mod 32}.

k = 

 (31 + 3) mod 32 = 2), 4,  

 

1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31 32 
A  B C  D E   F G H I  Y J K L M N O P R S  T U   V Z  

D = {Dk | k  K ir kiekvienam c  C, Dk(c) = (c  k) mod 32} (kiekvienas Dk yra tiesiog atitinkamo 

Ek  

C = M 

 

 

 

20, 26, 16, 25, 29, 24, 21, 24, 14, 16, 4, kai k = 3? 

 

Atsakymas 

KRIPTOLOGIJA 

17, 23, 13, 22, 26, 21, 18, 21, 11, 13, 16, 1 

 

Kriptografijos tikslas  (angl. 

adversary

 ir E). Jis gali 

 

1. (angl. ciphertext only

Jo tikslas   

2. (angl. known plaintext
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3. Pasirinkto atvirojo teksto (angl. chosen plaintext

Jo tikslas   

 

 

 

slaptojo rakto, arba ) yra tos, kurios 

k  E ir k 

 K egzistuoja toks Dk  D, kad Dk =  

3

3  

 

(angl. transposition cipher

 

as (angl. substitution cipher  

 

 

 

Data Encryption Standard, 

(angl. product cipher input), 

output) ir rakto i blokais. 

round). Kiekviename rate naudojamas atskiras 

 

(Lyginumo bitas  bitas
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Prad

 

 

58 50 42 34 26 18 10 2 60 52 44 36 28 20 12 4 

62 54 46 38 30 22 14 6 64 56 48 40 32 24 16 8 

57 49 41 33 25 17 9 1 59 51 43 35 27 19 11 3 

61 53 45 37 29 21 13 5 63 55 47 39 31 23 15 7 

 

 

 f raide. 

Feistelio funkcija f 

perstatos. 

 (angl. expansion

 

 

32 1 2 3 4 5 

4 5 6 7 8 9 

8 9 10 11 12 13 

12 13 14 15 16 17 

16 17 18 19 20 21 

20 21 22 23 24 25 

24 25 26 27 28 29 

28 29 30 31 32 1 

2-  
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(angl. key schedule ): rezultatas sujungiamas su daliniu raktu naudojant 

 

Pakeitimas (angl. substitution

  

rto 

saugumo pagrindas   

 

 0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15  

0 14 4 13 1 2 15 11 8 3 10 6 12 5 9 0 7 

S1 
1 0 15 7 4 14 2 13 1 10 6 12 11 9 5 3 8 

2 4 1 14 8 13 6 2 11 15 12 9 7 3 10 5 0 

3 15 12 8 2 4 9 1 7 5 11 3 14 10 0 6 13 

 0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15  

0 15 1 8 14 6 11 3 4 9 7 2 13 12 0 5 10 

S2 
1 3 13 4 7 15 2 8 14 12 0 1 10 6 9 11 5 

2 0 14 7 11 10 4 13 1 5 8 12 6 9 3 2 15 

3 13 8 10 1 3 15 4 2 11 6 7 12 0 5 14 9 

 0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15  

0 10 0 9 14 6 3 15 5 1 13 12 7 11 4 2 8 

S3 
1 13 7 0 9 3 4 6 10 2 8 5 14 12 11 15 1 

2 13 6 4 9 8 15 3 0 11 1 2 12 5 10 14 7 

3 1 10 13 0 6 9 8 7 4 15 14 3 11 5 2 12 

3-

a 

 b 

 

a = 112 = 3, o b = 01112 = 

2= 7). 

Perstata (angl. permutation

paskirstyti keturioms 
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angl. confusion and diffusion) 

XX Claude Shannon

 

 

 

 

Funkcijos f schema 

blokinis 

 

 

2001 The National 

Institute of Standards and Technology  

Advanced Encryption Standard, AES). Kaip 

standartas pasiduodavo. 
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n n-stage linear feedback shift 

register n r = r0... rn 1 ir n tap 

sequence) t = t0... tn 1. Bitas rn 1 

r0t0  ...  rn 1 tn 1. 

Pavyzdys 

 praleidimo seka yra 

1001 0010

parodyta 4-

numetamas esamojo registro paskutinis skaitmuo

naujas bitas.  

 

 Esamasis 
registras Raktas Naujas bitas 

Naujas 
registras 

1.  0010 0 01  00  10  01 = 0  0  0  0 = 0  0001 
2.  0001 1 01  00  00  11 = 0  0  0  1 = 1  1000 
3.  1000 0 11  00  00  01 = 1  0  0  0 = 1  1100 
4.  1100 0 11  10  00  01 = 1  0  0  0 = 1  1110 
5.  1110 0 11  10  10  01 = 1  0  0  0 = 1  1111 
6.  1111 1 11  10  10  11 = 1  0  0  1 = 0  0111 
7.  0111 1 01  10  10  11 = 0  0  0  1 = 1  1011 
8.  1011 1 11  00  10  11 = 1  0  0  1 = 0  0101 
9.  0101 1 01  10  00  11 = 0  0  0  1 = 1  1010 
10.  1010 0 11  00  10  01 = 1  0  0  0 = 1 1101 
11.  1101 1 11  10  00  11 = 1  0  0  1 = 0 0110 
12.  0110 0 01  10  10  01 = 0  0  0  0 = 0 0011 
13.  0011 1 01  00  10  11 = 0  0  0  1 = 1 1001 
14.  1001 1 11  00  00  11 = 1  0  0  1 = 0 0100 
15.  0100 0 01  10  00  01 = 0  0  0  0 = 0 0010 
16.  0010 0 01  00  10  01 = 0  0  0  0 = 0 0001 

registro

raktas: 010001111010110. 
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Tarkime, kad tiesinio  

-  

 

 

n 

, arba k 

n  kontroline suma (angl. checksum) ar 

(angl. message digest

pakeistas. 

Hash-based message 

authentication code

 funkcijai su raktu 

gauti. 
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